
 

 

ConnectHEOR Privacy Policy 
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This privacy policy is meant to inform the users of the ConnectHEOR website. By using this 
website, you consent to the collection and use of information as set forth in this privacy 
policy. You also acknowledge that ConnectHEOR may periodically change, modify, add or 
remove or otherwise update this privacy policy at its discretion, without prior notification. It 
is advisable to review this on a regular basis. 

Safeguarding the privacy of the user is paramount for ConnectHEOR. This privacy policy 
provides information on how data is collected and processed by this website and it is 
applicable for processing of all personal data of users through the website. ConnectHEOR 
shall be the controller of the information being processed on its website. 

ConnectHEOR has taken appropriate technical and organizational measures to protect 
personal data with respect to (prospective) customers against accidental or unlawful 
destruction or accidental loss, alternation, unauthorized disclosure or access, and against all 
other unlawful forms of processing. These measures will ensure a level of security 
appropriate to the risks represented by the processing and the nature of the data to be 
protected, having regard to the state of the art and the cost of their implementation. 

We take the security and integrity of all the personal data we hold very seriously. We have a 
Standard Operating Policy and staff are trained in Data Protection. We do not release 
information about anyone to any third parties outside the company unless we have a legal 
obligation to do so, or in very specific and limited circumstances. 

Tracking and Use of Cookies 
Currently, we are using cookies to allow site visitors to personalize their experience. A 
cookie is a piece of data stored on the hard drive of your computer. ConnectHEOR uses the 
personal information you provide to us for internal purposes, such as analyzing trends, and 
collecting statistics. ConnectHEOR may also compile aggregate statistics about our visitors 
and traffic patterns, but these statistics will not include any personally identifying 
information. 

Use of Outside Vendors 
ConnectHEOR may from time to time retain qualified third-party vendors to help us manage 
its website and allow us to better serve our visitors. These may include third-party vendors 
we engage to analyze the information we collect on the ConnectHEOR website for marketing 
or similar purposes. ConnectHEOR requires its vendors to maintain the security of the 
information to which they are provided access and restricts the vendors from using the 
information in any way not expressly authorized by ConnectHEOR. 

Linking 
The ConnectHEOR website may include links to websites operated by third parties over 
which we have no control. Once you leave our website, the ConnectHEOR privacy policy 



 

 

will not apply, and you access such sites at your own risk. Any website linked to or from the 
ConnectHEOR site is for your convenience only. ConnectHEOR does not control, review, 
approve, sponsor, or endorse any content on linked sites. 

Electronic Communication 
If you have provided us with your e-mail address, we may send you e-mails to inform you of 
events or activities related to ConnectHEOR that we believe may be of interest to you. If you 
do not want us to use your e-mail address to contact you for these purposes, you may send us 
an e-mail at info@connectheor.com. 

Intellectual Property and Trademarks 
ConnectHEOR owns all rights to the Website and Information, which includes copyrights 
and other intellectual property, unless otherwise indicated. User is not allowed to make any 
other use of the Website or any Information without the written consent of ConnectHEOR. 
The aforementioned includes the storage and/ or reproduction (part) of the Website and/or 
any Information on any external website or creating links, hypertext links or deep links 
between the Website and any other website. User may read the Website and Information and 
may even make copies of it for personal use. 

ConnectHEOR protects the trademarks and the law obligates trademark owners to police 
their marks and prevent the use of confusingly similar names by third parties. If you have 
questions about this policy or would like approval to use the logo, please contact us on 
info@connectheor.com 

GDPR 
The handling of personal data is controlled by the General Data Protection Regulation 
(GDPR) and associated legislation. ConnectHEOR is obliged to provide you with the 
following information which explains in detail how and why we are processing your personal 
data and explains your legal rights. 

1.     Categories of information 

• Personal data: e.g. names, addresses, dates of birth, emergency contacts, profession 
• Educational records: e.g. entry qualifications, progression and achievements, extra-

curricular activities 
• Financial information: bank details 

2.     Special data 

‘Special categories of personal data’ are defined as information relating to the following: 

• Racial or ethnic origin 
• Political opinions 
• Religious or philosophical beliefs 
• Trades union membership 
• Genetic or biometric date 
• Health 
• Sex life or sexual orientation 



 

 

ConnectHEOR may use this data, but only in specific and restricted circumstances, and 
always in accordance with Article 9 of the GDPR 

3.     Sources of information 

• Provided by data subjects 
• Agents and recruitment consultants 
• Partner institutions 
• Insurance brokers and suppliers 
• Publicly available sources (e.g. the media) 

4.     Purposes of processing 

• Advertising and promotion of ConnectHEOR and its services 
• Issuing of publications 
• Undertaking research 
• Managing accounts and records 
• Commercial activities 
• Security, prevention and detection of crime 
• Health and Safety 
• Prevent Strategy functions 

5.      Legal basis for processing 

The legal basis for processing (including specific General Data Protection Regulation 
articles): 

Managing accounts and records: 

•  
1. Article 6(1)b: processing is necessary for the performance of a contract to 

which the data subject is party or to take steps at the request of a data subject 
prior to entering into a contract. 

2. Article 6(1)d: processing is necessary to protect the vital interests of the data 
subject or of another natural person. 

Commercial activities: 

1.  
1. Article 6(1)f: processing is necessary for the purposes of the legitimate 

interests pursued by the controller or by a third party except where such 
interests are overridden by the interests or fundamental rights and freedoms of 
the data subject which require protection of personal data, where the data 
subject is a child. 

Advertising and promotion of the company and its services: 

1.  



 

 

1. Article 6(1)a: the data subject has given consent to the processing of his or her 
personal data for one or more specific purpose. 

Issuing of publications, security, prevention and detection of crime: 

1.  
1. Article 6(1)c: processing is necessary for compliance with a legal obligation to 

which the controller is subject. 
2. Article 6(1)d: processing is necessary to protect the vital interests of the data 

subject or other natural persons. 

Health and safety: 

1.  
1. Article 6(1)c: processing is necessary for compliance with a legal obligation to 

which the controller is subject. 
2. Article 6(1)d: processing is necessary to protect the vital interests of the data 

subject or other natural persons. 
3. Article 6(1)f: processing is necessary for the purposes of the legitimate 

interests pursued by the controller or by a third party except where such 
interests are overridden by the interests or fundamental rights and freedoms of 
the data subject which require protection of personal data, where the data 
subject is a child. 

Prevent Strategy functions: 

Article 6(1)c: processing is necessary for compliance with a legal obligation to which the 
controller is subject. 

Research 

Research involving living humans: 

1. Article 6(1)b: processing is necessary for the performance of a contract to which the 
data subject is party or to take steps at the request of a data subject prior to entering 
into a contract. 

2. Article 6(1)c: processing is necessary for compliance with a legal obligation to which 
the controller is subject. 

3. Article 6(1)d: processing is necessary to protect the vital interests of the data subject 
or other natural persons. 

4. Article 6 (1) e: processing is necessary for the performance of a task carried out in the 
public interest or in the exercise of official authority vested in the controller. 

5. Article 9 (j): processing is necessary for archiving purposes in the public interest, 
scientific or historical research purposes or statistical purposes in accordance with 
Article 89(1) based on Union or Member State law which shall be proportionate to the 
aim pursued, respect the essence of the right to data protection and provide for 
suitable and specific measures to safeguard the fundamental rights and the interests of 
the data subject. 

6.       Recipients of data 



 

 

Research subjects: research sponsors, partners; insurance brokers, agents and suppliers. 

7.       Transfers outside the EU 

We will not sell, share, or otherwise distribute your Personal Data to third parties except as 
provided in this privacy policy. We may disclose your Personal Data to other ConnectHEOR 
affiliates worldwide that agree to treat it in accordance with this privacy policy. Personal 
Data may also be transferred to third parties who act for or on our behalf, for further 
processing in accordance with the purpose(s) for which the data were originally collected or 
may otherwise be lawfully processed, such as services delivery, evaluating the usefulness of 
this website, marketing, data management or technical support. These third parties have 
contracted with us to only use Personal Data for the agreed upon purpose, and not to sell your 
Personal Information to third parties, and not to disclose it to third parties except as may be 
required by law, as permitted by us or as stated in this privacy policy. 

8.       Retention periods 

Personal data will be retained as long as is legally required and as long as is necessary to 
complete the services of a contract to which the data subject is party, unless the data subject 
requests that we delete that information. 

Research data will be anonymised at the earliest opportunity, and in all cases in accordance 
with the information provided to research subjects when their data was collected. 

9.       Access Rights 

You are entitled to a copy of all the information ConnectHEOR holds about you, although 
you may not be able to receive information which identifies or relates to anybody else. If you 
would like a copy of your records, please contact ConnectHEOR (info@connectheor.com). 
To help us provide you with the information as quickly as possible, it would be very helpful 
if you could provide us with as much information as possible, particularly if you can specify 
which sort of information you are interested in. You will be required to provide proof of 
identity, such as a photograph and a signature. 

10.   Portability 

You have the right to move your personal data to another data controller: however, this right 
is limited to the following circumstance: 

Data which you have provided directly to ConnectHEOR yourself; data which is used to 
fulfil a contract or is in preparation for a contract; the data is automated (i.e. this right does 
not apply to paper records). 

To exercise this right, please contact ConnectHEOR(info@connectheor.com) 

11.   Erasure (right to be forgotten) 

Personal data held solely for the purpose of marketing can be erased. To exercise this right, 
please contact ConnectHEOR (info@connectheor.com) 



 

 

12.   Restriction/Objection 

The law gives you the right to object to processing of your personal data carried out by 
ConnectHEOR and/or to ask ConnectHEOR to restrict processing of your personal data. 
These are not absolute rights (except for the right to prevent use of your personal data for 
marketing purposes) and apply only in limited circumstances. You can object to your data 
being used for research or statistical purposes. You can also ask ConnectHEOR to restrict any 
processing of your data if you think the data we hold about you is inaccurate. 

The rights of objection and restriction are complicated, and each instance will be assessed 
individually. If you wish to exercise either of these rights, please contact ConnectHEOR, 
(info@connectheor.com). 

13.   Withdrawal of consent 

You have the right to stop any processing which is based solely on your consent: Advertising 
and promotion of the company and its services. Please contact ConnectHEOR 
(info@connectheor.com) 

14.   Complaints 

If you feel that ConnectHEOR has not dealt correctly with your personal data you can 
complain, please contact ConnectHEOR (info@connectheor.com) 

15.   Consequences of not providing data 

ConnectHEOR relies on having up to date and correct information. We will only ask you to 
provide information for which it has a genuine need. If you fail to provide any requested 
information, there is a chance that your records could be incorrect, or incomplete and this 
could lead to problems which take time and trouble to sort out and could result in 
ConnectHEOR not being able to provide you with the best service. 

Contact 
Send your questions, comments, or concerns about our privacy policy or any other aspect of 
our website to info@connectheor.com 
 
 


